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Phishing in Focus:

The Recent LastPass
Incident

Recently, businesses have faced a troubling uptick in security breaches, with LastPass users finding
themselves repeatedly in the crosshairs of sophisticated cyber attacks. Industry reports show that
in 2023, phishing was involved in over 90% of data breaches.

The latest episode, dubbed the CryptoChameleon phishing campaign, not only highlights the
ongoing vulnerabilities in cybersecurity systems but also serves as a stark reminder of the ingenuity
and perseverance of cybercriminals. Keep reading to find out more about this recent happening and
what it means for you.

Mechanics of the Attack Here, users are duped into entering their master
password. As the user enters their master password
on this fake site, the scammer captures it and

gains access to their account. They then change

the account’s primary contact details and master
password, effectively locking out the user.

LastPass, a widely used password manager that
stores sensitive user information behind one master
password, has once again been targeted by hackers.
This is not the first breach of its defenses; LastPass
has experienced breaches in the past, which makes
the recent incident part of a troubling pattern. What makes CryptoChameleon especially dangerous
is its focus on hands-on interaction, which allows it
to bypass typical automated defenses and exploit
human trust.

The CryptoChameleon attack, particularly notable
for its high level of sophistication, involved phishing
techniques that convincingly mimicked legitimate
communication from LastPass to deceive even the

L The Broader Implications
most V|g|Iant users.

This incident reflects two important takeaways:
This phishing scam is alarmingly clever. It begins
with a robocall informing the user of a supposed
security breach on their account. Following this, a
fake customer service agent contacts the user, urging
them to secure their account by clicking on a link sent
via email, which actually redirects them to a phishing
site that looks exactly like the real thing.

1. Attackers are no longer just automating attacks;
they are investing significant resources into
targeted and personalized attacks, and they are
only getting more sophisticated. Even seasoned
IT professionals can fall victim to these attacks
indicating the need for continuous, enhanced
security training.

Continue reading on page 7
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Understanding the
Impact of Recent
PCI-DSS Updates
on Your Business

Initially launched in 2004 by Visa, Mastercard, Discover,
American Express, and JCB, the Payment Card Industry
Data Security Standard (PCI-DSS) protects cardholder

information during payment transactions.

Any entity that stores, processes, or transmits payment
account data is bound by PCI-DSS standards. However,
many entities remain non-compliant without knowing it.

What is PCI-DSS?

PCI-DSS is a globally recognized set of security
standards developed by the Payment Industry
Security Standards Council (PCI SSC). The primary
objective of PCI-DSS is to ensure that all organizations
that process, store, or transmit credit card
information maintain a secure environment. This
includes businesses of all sizes, from small retailers
to large corporations, as well as service providers that
handle cardholder data on behalf of merchants.

Why is PCI-DSS Compliance Important?

Compliance with PCI-DSS is essential for several
reasons:

* Protects Cardholder Data: Ensuring the security
of cardholder information reduces the risk of data
breaches and unauthorized access.

* Builds Customer Trust: Demonstrating
compliance with PCI-DSS helps build trust with
your customers, assuring them that their payment
information is handled securely.

* Avoids Penalties and Fines: Non-compliance
can result in hefty fines, penalties, and legal
repercussions, impacting your business financially
and reputationally.

Understanding the Latest Version

In March 2022, the PCI SSC released PCI-DSS version
4.0, introducing several updates and changes to
address the evolving threats and technologies in
the payment card industry. Version 4.0 was created
to provide a more robust and adaptable framework
for securing cardholder data, enhancing payment
flexibility, and improving business procedures to
meet evolving security needs.

The most notable changes are related to:

¢ Multi-factor authentication (MFA): PCI-DSS now
mandates Multi-Factor Authentication (MFA)
for all individuals accessing cardholder data or
systems within the Cardholder Data Environment
(CDE).

* Password management: Version 4.0 changes the
minimum password length to 7-13 characters and
offers guidance for password hashes, encryption,
and more.

* Vulnerability management: This version requires
internal vulnerability scans, among other related
requirements.

Continue reading on page 6



The [I2IBESEIQUESEONS to Ask Your

IT Consultant to Ensure Tech Success

When it comes to finding an IT consultant, there are many variables to consider. You might wonder, “Does
this company specialize in the services my business needs?” or “How quickly can they respond to issues?”

Select the wrong IT service consultant, and you could face a wide range of challenges, from inefficient
operations to vulnerabilities. That's why it's crucial to be as thorough as possible. To help guide you
through this critical decision-making process, we've compiled a list of 12 essential questions to ask a

potential IT consultant.

Understanding the IT service
provider’'s core competencies can
help gauge their expertise and
alignment with your business
requirements.

Requesting references or case
studies allows you to evaluate the IT
consultant’s track record and client
satisfaction levels.

Prompt and efficient IT support
services are crucial for minimizing
downtime and maintaining
productivity.

Whether your business operates
around the clock or not, the world
does. Having access to 24/7 support
services is essential.

Remote monitoring allows IT
service providers to detect and
address issues before they
escalate, minimizing downtime
and maintaining optimal system
performance.

Inquire about cybersecurity
solutions the IT consultant offers,
such as ransomware protection, to
safeguard your business data and
infrastructure against potential
threats.

Cyber threats are continuously
evolving. Understanding how the
potential IT service provider stays
updated with the latest trends and
technologies can give you confidence
in their ability to protect your
business effectively.

Don't be afraid to discuss the IT
consultant’s pricing model to ensure
it aligns with your budget and offers
value for your money.

Transparency is key. Ask about any
hidden fees or additional costs that
could be incurred down the line.

Inquire about their preferred
communication channels for
updates, support, and resolving
issues for seamless communication.

Ask if they offer periodic
performance reports to track
progress and ensure alignment with
your business goals.

Nothing is worse than having

a conversation where you only
understand every other word.
Ensure staff members are trained to
avoid heavy technical jargon when
communicating issues back to you.

By asking these 12 essential
qguestions, you can gain
valuable insights into an

IT consultant’s expertise,

support capabilities, security
measures, pricing structure,
and communication practices.
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B Understanding the Impact
of Recent PCI-DSS Updates
on Your Business

continued from pg 4...

* Testing procedures: PCI-DSS 4.0 enhances
consistency in testing procedures by
introducing defined testing methods,
eliminating sampling guidance to avoid
inconsistent sample sizes, and improving
testing procedures for comprehensive
coverage.

Transitioning to PCI-DSS Version 4.0

Business owners had until March 31, 2024,
to fully implement PCI-DSS 4.0, replacing the
previous version 3.2.1. If you haven't already,
here are the steps to help you transition
smoothly:

1. Assess Current Compliance: Review
your current PCI-DSS compliance
status to identify any gaps or areas for
improvement.

2. Understand New Requirements:
Familiarize yourself with the updated
requirements of version 4.0 to understand
how they impact your business.

3. Develop a Compliance Plan: Create a
plan outlining the steps and timelines for
implementing the new requirements.

4. Implement Required Changes: Make
necessary updates to your security
measures and procedures to meet the new
standards.

5. Monitor and Maintain Compliance:
Regularly review and assess your
compliance status to ensure ongoing
adherence to PCI-DSS version 4.0.

For expert guidance on navigating the latest
PCI-DSS 4.0 updates and ensuring compliance
for your business, contact leading IT support
provider LeadingIT today. Let our team of
professionals help you safeguard your data
and protect your business.

6 « The Network « LeadingIT

l IN SYNC SYSTEMS

‘ A LeadingIT Company

SAY
GOODBYE
TO MESSY
CABLES!

Let our structured cabling system solve
your "unsolvable" and improve:

More Speed + Efficiency
Solve Connection Issues

Improved Appearance
Clean, Tidy, and Usable




| :D/')/S/”)//’)g N FOCUS: continued from pg 2...

1. The repeated breaches at LastPass raise critical
questions about the security measures employed
by password management services. Users trust
these platforms with the keys to their personal
and professional lives; this trust must be met with
the highest standards of security protocols and
regular audits to keep up with the evolving tactics
of cybercriminals. This consideration is important
when deciding on the software tools you choose
to use.

Defensive Measures

In light of these events, here are several actionable
steps that users can take to protect themselves:

» Skepticism Towards Unsolicited Communication:
Always check the authenticity of any unexpected
communication from service providers, particularly
if it involves security alerts or sensitive requests.

* Multi-Factor Authentication (MFA): Enable MFA on
all accounts where available to enhance security
and reduce the risk of unauthorized access.

* Regular Password Changes: Frequently update
your passwords and ensure they are strong and
unique for each account.

* Education and Awareness: Keep up-to-date on the
latest phishing tactics and cybersecurity threats.
Continuous learning can help you and your team
avoid sophisticated attacks.

* Regular Software Updates: Consistently update
your software and devices with the latest security
patches to close vulnerabilities that could be
exploited by attackers.

» Backup Important Data: Regularly back up critical
data to a secure location to protect it from cyber
threats like ransomware and ensure it can be
restored if needed.

Elevate Your Cybersecurity Approach

The persistent security challenges presented by
incidents such as those involving LastPass are not
merely setbacks; they are a forceful reminder that the
pace of cyber threats is accelerating.

While we often look outward for threats, we also
need to look inward. It's not just that hackers are
getting smarter; it's a great opportunity to revitalize
our approach and sharpen our focus by adopting a
proactive stance. This means staying on top of the
latest security measures and staying vigilant in our
approach to cybersecurity.
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LeadingIT Core Values
Victor of the Month

Vanessa Canete - Level 2 Technician

This month’s Values Victor for exemplifying our value of
CHASING EXCELLENCE is Vanessa. Her relentless pursuit of
excellence is evident in everything she does, consistently
raising the bar for quality and dedication. Vanessa has inspired
our team to strive for the highest standards.

Vanessa’'s meticulous attention to detail and proactive
approach ensure that we deliver the best results for our
company, our team, and our
clients. Her dedication to
continuous improvement and
her ability to turn challenges into
opportunities for growth have
made her an invaluable asset to
our organization.

LEADINGIT VALUES:

* We Are Driven

* We Chase Excellence
* We Are Humbly

Confident

Congratulations, Vanessa, on
your well-deserved recognition.
Thank you for setting a shining
example of excellence for our
team.

* We Are Accountable

« We Have A Positive/
Fun Mindset

Continue reading on our blog
at goleadingit.com/blog
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REFERRAL
PROGRAM

WE LOVE REFERRALS!

Do you know an organization that needs fast +
friendly IT and cybersecurity support?

If they sign up, you’ll receive $1000!

LEARN MORE

GOLEADINGIT.COM/REFER
815-788-6041

WE ARE CELEBRATING!

Birthdays

Scott Sola - June 4th
Tina Reggie - June 9th
James Clayton - June 12th
Michael Tarasiewicz - June 26th

Anniversaries
Mallory Rocha - 6/29/2021




